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Abstract: To address security issues of DCAR in “coding+routing” discovery, a new security destination was proposed
and a distributed coding-aware secure routing (DCASR) was designed. DCASR guarantees discovery of correct coding
opportunity and establishment of trusted routes by using cryptography. To analyze the properties of DCASR, LS2 (logic
of security systems) was extended, and a new logic LS2-RP (LS2 for routing protocol) was proposed. In LS2-RP, the
concepts of location and neighboring location of thread were introduced. The dynamic topology of multi-hop wireless
networks was described by the set of neighbors for thread. The broadcast rule of neighboring location threads modeled
the feature of wireless broadcast communication. Finally, DCASR was described by programming language of LS2-RP
and security properties were defined by predicates and modal formulas of LS2-RP. Security of DCASR was analyzed by
using the proof system of LS2-RP. DCASR can satisfy our secure destination.
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(Ve'—~Write(/,d,e")on(t,t,))
Mem = > (Mem(d,e) @t) A(Mem(d,e)@?)) > (e=e')
Meml > (IsLocked(d,l) on [¢,,t,) A(Mem(d,e)@t,) A
(Ve'—~Write(/,d,e")on[t,,t,)) D
(Mem(d,e)on|[t,,t,))

Write
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Lockl > (IsLocked(d,I)@t) A —Unlock(/,d)on[t,t"))) o
(IsLocked(d,I)on[¢,t'])
AF i@ FoRIE AR,
SymEnc(Ze,K)@t W] 8] t B AZ THAT T I #R4E .
AR T3 B R T

Seq -~ AVE(I?[a]rI{,);t,,, ¢ -~ NE(I?[P]II,,, e v (tm fresh)
= M x = a; P13t Ax((t, <t, <t )APAY)
Hon _YQEISM). "0 "¢

>~ Honest(1,P) > Vt,.¢(~0 / 1,)

5 DCASR thil&ZE 5

51 LR
LS2-RP Ypil gl 5 138 DCASR Bl T
S (d’ Rl: RZ’ iaKTaKRpKRZ ){
/* generates and broadcasts the route request */

lock d.pki, d.pk», d.pks;
write d.pki, K, ; write d.pks, K, ; write d.pks,
Ky

new Ns;

AA

c:=symenc (RREQ,S,T,N.,(),{NE(S)}) ,Ks,;
send (RREQ,S',?A",NS,(),{NE(S)},C);

[*receives the route reply */

(m,c,a1,a2,a3):=receive ;

[*verifies whether the forwarder is its neighbor */
X:=proj(proj(m,5),1);CheckX in NE(S) ;
[*verifies whether its neighbor set in RREQ is

modified during route discovery process. */
match proj(proj(m,6),1), NE(S);

mi:=symdec ¢, Ks r; match mi,m;
pki=read d.pki; si:= verify a1, pki;
my:=symdec s1, Ks,r; match ma, m;

pha:=read d.pk»; s2:= verify az, pks;

ms:=symdec s, Ks,r; match ms, m;

phks:=read d.pks; s3:= verify as, pks;

mg4:=symdec s3, Ks,r; match ma, m;

unlock d.pki, d.pk», d.pks;}

T0f

/* receives the route request */

(m, c):=receive;

mi:=symdec ¢, Ks r; match mi,m;

[*generates and sends the route reply*/

(m,5), proj (m,6));
c:=symenc m, Ksr; a:=sign ¢, K;' ; send (m,c,a);}
Ri(d, RZ’KR2 )N
lock di.pk;write d.pk, K, ;

[*receives the route request*/
m:=receive;
rl:=proj (m,5); append r/,R1;
ne:=proj(m,6); append ne,N(R1);
m:=(RREQ,proj (m,2), proj
(m,A4),rlne);

send m;

(m,3),  proj

[*receives the route reply*/
(m,c,a1,a2):=receive;
/* verifies it s identifier in route list */
X:= proj(proj (m,5),1); match X,R;;
/* verifies whether its neighbor set in RREQ is
modified during route discovery process.*/
ne:=proj(proj(m,6),2) ;match ne,NE(R));
s:= verify az, K ;
az:=sign ¢, K, ; send (m,c,a1, az, a3);
unlock d1.pk;}
Ra(da, },KT )
lock da.pk; write do.pk, K, ;
[*receives the route request*/
m:=receive;
rl:=proj (m,5); append r/,R>;
ne:=proj(m,6); append ne,NE(R>);
m:=(RREQ,proj (m,2), proj
(m,4),rlne);

send m;

(m,3),  proj

[*receives the route reply*/
(m,c,a1):=receive;
/* verifies it s identifier in route list */
X:=proj(proj (m,5),2); match X,R»;
/* verifies whether its neighbor set in RREQ is
modified during route discovery process.*/
ne:=proj(proj(m,6),3) ;match ne, NE(R>);
s:= verify a1, K, ;ax:=sign ¢, K; ; send (m,c,ai,
a2);
unlock da.pk;}
52 HINERIE
AR STAR ¥ FH 5 Tl B 23 R B A 2 T 2% v 1
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PGS T PTfR AREXS, W2 rh RN U
i AR R IR B, IR TR S H AR A
L2 Ko ro

Lpcase = @ A @y A @y 38 DCASR HISOAS R B :

@, =Honest(S,S(d,R,R,,T,K;, Ky , Ky, )) ~Honest(T,T()) A
Honest(R,, R, (4, 7R27KR2 )) A Honest(R,, R, (d,,T,K;))
@, = Honest(X) A Has(X,K;') A—3Y((Y # X) AHas(Y,K}"))

@, = VX Honest(S,7) AHas(X,K; ) A (X =8)v(X =T)

0 FFRBETT SRR, T RMEB 577, HAE
TR ERmEMNMHUMTE. o RS 5
SRR, T N4 % E IR GALS B TT g, R X
PEHT S S 5 HERT A T AEILEEH Koo
53 REEM

eI LR DCASR B 224 H bRl T

1) EFRT A TS B% t g SR B, T RERSAE
YR T 5 S RIS T B HE R TE S .

2) R A Ry B AT (S B AR (R1,R2)
A8 & 52 N {NE(S), NE(R,), NE(R,)} FI % B N 2
74 5 RREP I}, Ry REWSUEW] Y i TH# Kk T %
IVESREPSH

3) M) A R URCENEL S AT S B AR (R1L,R2)
J% A8 J& 45 N {NE(S), NE(R,), NE(R,)} ] ¥ 1 5 %
74 . RREP ', Ry AEWEIE AR R T M R R T 1%
5T

4) JEAT A S WCEIEL TS B AR (R, R2) S AR R A
N {NE(S), NE(R,), NE(R,)} [1] % HH N % 74 /5. RREP
I, YR A S RERSUEN] H AR B T AR % T %
HH Y27 2 RREP;  JF H 8898 E B i [A] 717 53 Ri,R:
B IR T 1% N B S

MRVBEIETT 5 S MIHAT TREF SO, B4 T, R
Ry I E AR H & I HAT THRARFF T(), RO
R (), ATHWI RS A My, Mo, M3 R My AL
iR DCASR P [1)% 4 H b5
Jp =" DO 33630 (4 <t) AT = 8) A

(New(Z,Ns)@t,) A (symenc(l,m', K ;) @t,) (M)

= "R (dy, T. K )7 3130.30.(6, <) A

(I =T) A(New(I,SYMENC,__{{m }@1,)v

Ja
(Receive(/, SYMENC,__{|m [})@t1,)) A

(Sign(1,SYMENC, {|m|}.K;")@1,) (M>)

Jp = NEROIR (d), K

n o K P 313,34, <) A
(} = K;z ) A(New(I,SYMENC . {|m}@1,) v
(Receive(/, SYMENC {|m[)@1,)) A
(Sign(Z,SYMENCy  {|m b Ke)@t;) (M3)

AA

Jg =" PIS(d, R, Ry, T Ky Ky Ky )P
31,310,303 34 3. 3,3, 36,38,
(t, <t, <t, <t <t, <t, <t; <ty <t,) A
(I, =K;) ~ (L :KRZ)A(]3 :KRI)/\
(Receive(l,,m) @) A (symenc(1,,m,Ks ) @1;) A
(Sign(1,,SYMENC, {|m|},K;"Y@t) A
(Receive(Z,,(m,SYMENCy _{|m|},
SIGN, . | SYMENCy (| m N@t,) A
(Sign(Z,, SYMENC, {|m|},Ky)@1,)
(Receive(13,(m,SYMENCKS‘T {{ml},
SIGN, ., {| SYMENCy  {|m}|},
SIGN, . {| STMENC ., {|m [} ) @1) A
2

(Sign(1,, SYMENC, {|m|},K;" @) (M3)

PAERES A m, m IELTT
m=(RREP,S,T,Ny,(R.,Ry), (NE(S), NE(R,). NE(R,)})

m'= (RREQ,.;,},NS,(),{NE(S)}) .
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IR L (LAtE) WESORERE I AT
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G0 2 38R HE B R U B8 B8R B 1o -
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MERR X HLAH EEIRH B %K. H e
Tpease = Js » BT S ERPAT TETF
S(d, R Ry T Ky Ky Ky ) MM BT S A3 2%
MZH B RREP AT NG, & FF AT X g
TR/ ENE, FHESARX MR %4
J& .

1) R 5 S FILRAE 115 1 FrE N5 77 i M ik
dpki, dpk, dpks EAA MG S8 RIE AR
Lock,Write PA 2 AN28 A A 3 Meml #1 Lockl, %A
Kp Ky Ko TEVR W SR R A 58 B

2) VRIS HIL A K r (IR 2 T 2% FH N
ZHETRINEEE, WIEAM ENCL, fAEZFE
X FHFL B Ko X 6 B LT B AR A B 40
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Honest(S,S(d,R, R,, T,K,.K, K, )) A Honest(T',T())

WA TE A HARTT ML T LR FE L 235 Ko r N T i
FH 25 ¥ J2 A R A R 4

3) VT AL S ANV Kt DG UE T N 2T
BHMZBLTHEE . IR Moyepge » ERTTS T
MR HTERH k', FARYE A VER 15 H 458,
WhTE AR H AR AL T IR FE AV & 0 % B2 7
S RAR R T AR AR

4) YRR S INIGUE B AR s T4 S, IR
S PR Ko OINfRE T BART S TAE
AR

5) 456 2), 3)F14), BER TR TINEH845
KT B R SLE T B R AR R

6) W R SHMHARBH K, K IR T
P R 2V S A R A AT R . AR TR R
I oense » DUHFTAIYT 21 Ry AT Ry (MERFEFNTE E A4 E
MR K, K, BRIEAE VER SH45E, 7o
T2 AT A Ry Ry ERFEIRAE K K X
FH 0T S R AH RS A T 28 A A

7) VRN RS BRI EE H AT AL R R Ry AR 44
WHEJE, VRS AL Ko IR 1 i
TR R Ry AR A4 IV

8) LiEr 2), 6)HI7), ULHHr[AINT i Ry Al Ry 25
LR TSR E EART AT B BN ETH S

Zr4 5 R), W AL S RIS AE AR (R1L,R,)
J AT & 5N (NE(S), NE(R,), NE(R,)) I i H1 M 283 B
RREP W}, J517 8 SUEBH AR 1T fd TAERGFRIE T
% FHRZFH L RREP, FH AT 5 R, Ry B4 HF
R T N BT R

BUWAEA T Fonse = J5 o AL 2) B8 95 1IF W]
Docase = Jr s AU 3)RENLIIE W] Ioepsr = TroJ, 0

6 FEXIMLTT RELE

KNG EIR RSN 2otk B
FH U SR RN i bR R 2 FR 2 0 1a SR B LA T,
DCASR il 53T DSR (&L “22 4" # bl
SRPB),  Ariadnel®, endairAMi T LB 3BT, IX B
A5 n ST AN B, kR SOR R AR Y
AN, FHERR S PR R R AR, L

SRRAE: AN 22 Bk T 4 I 4% 22 A s R B <141«
BEERWE 1 i,
F*F1 LEE SN SES AR
WG RRAEIREL
SN ZAHW ah %4
BEIER BN
SRP el BAN 24 % 2 2
Ariadne  fPfEREH  dEExUL fh 2+2n+2k 4+3k
endairA  BIMIEEH  BHLGE fh 0 143k
DCASR  HJ{5# LS2-RP = 2 3+3k
7 ZERIE

DCAR P A 25 58 22 4 ), 7% e,
DCAR P AT B TEHE S B br . f£4i5: T DSR
1) 22 4 s P 22 4 H bR AN & T G B 02 R ) 22
BT, AR TR A B, Bk T
T DCAR % 4= % H ¥ DCASR. DCASR 14
AT SEAENGILE G, NIRRT B 5l N4
MUHIL, TEVR 5 H bR AV L 22 42 0Bk, fRIE %
EH 5V S AL F e R b M 2 AN Tl RE AN B . Bk
IO B B S, PR IIE T {5 B A2 1 ST R R B IE
R gmAD AL 2, JF H 5% 5072 4 B A B AR 65 sk
BRI E R VTR T RAe RS LS2,1E
T AR 2 kT 2 X 4% N 3 AT 22 s B R T A
% LS2-RP, JF7E LS2-RP ik @B 3 041 T
DCASR Wil e 4= . $hil 453, LS2-RP
B (1) 3ERI R CRAIEAS T B A 4 3 Mo 3 AT
N, AT B P AT R e, AT
A HT AT A5 B .

WF 7838 A T 22 Bk T 2% WX 46 31 52 1R 4 AT AL 1) 5
EARSCRT B B B SO 45 B DUE 10 5 2 AR,
JE R A BT VR A G B B R B R P SRR 1)
LUE A —EETAE.
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